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Agenda
Workshop

• Introduction/ Welcome

• CH EPR FHIR 

• Federating over communities 

• Discussion



• Contemporary alternative for primary systems and portals to 
connect to the EPR

• FHIR API for Web and mobile applications based on IHE 
mobile Profiles (MHD, PIXm) als alternative for the IHE XDS 
/ HL7v3 based interfaces

• Addition to the EPR ordonnances scheduled to 2025

• Usual 1 year time frame for communities to implement the 
specifications

• Note: 
• OpenID Connect will be mandatory in Annex 8
• Direct integration of native mobile apps will be legally 
allowed no earlier than 2028

CH EPR FHIR
FHIR API for the EPR

https://fhir.ch/ig/ch-epr-fhir/index.html

https://fhir.ch/ig/ch-epr-fhir/index.html


CH EPR FHIR
FHIR Implementation Guide

https://fhir.ch/ig/ch-epr-fhir/index.html

https://fhir.ch/ig/ch-epr-fhir/index.html


CH EPR FHIR
Use Cases

https://fhir.ch/ig/ch-epr-fhir/index.html

The scope of this extension covers all document 
management use cases:

1. Client authentication and authorization
2. User authentication and authorization
3. Read data and documents from the EPR
4. Write data and documents to the EPR
5. Manage patient privacy policies
6. Read and write health provider data
7. Read and write ATNA Audit Trails

https://fhir.ch/ig/ch-epr-fhir/index.html


CH EPR FHIR - IHE Actors and Transactions



CH EPR FHIR
Use Cases

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/sequencediagrams.html

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/sequencediagrams.html


IUA

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html

IUA covers the following use cases in the EPR:

• OAuth based client identification, authentication 
and authorization for web and mobile apps

• Identification, authentication and authorization of 
SMART on FHIR components

• Conveying user identity attributes in the access 
token required for policy enforcement

• Conveying attributes of technical user required for 
policy enforcement (added in 2024)

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html


IUA

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html


IUA

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html

Analogy to XDS and XUA:

• The IUA authorization server covers several roles formerly 
splitted in XDS with XUA

• Identify and authenticate the client, which in XDS is 
done via mTLS node authentication

• Provide an access token enriched with the user 
identification data required for AuthZ, which in XUA is 
done by the User Assertion Provider actor  

• The IUA authorization server adds the possibility for the user 
to restrict client authorization to specific scopes

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html


PDQm
Mobile Patient Demographics 
Query [ITI-78]

https://fhir.ch/ig/ch-epr-fhir/iti-78.html

● needs IUA basic access 
token

● max 5 query results

https://fhir.ch/ig/ch-epr-fhir/iti-78.html


https://fhir.ch/ig/ch-epr-fhir/iti-78.html

Tracecontext for all transactions

https://fhir.ch/ig/ch-epr-fhir/iti-78.html


PIXm
[ITI-83] Mobile Patient 
[ITI-104] Patient Identity 
Feed FHIR

https://fhir.ch/ig/ch-epr-fhir/iti-83.html
https://fhir.ch/ig/ch-epr-fhir/iti-104.html

https://fhir.ch/ig/ch-epr-fhir/iti-83.html
https://fhir.ch/ig/ch-epr-fhir/iti-104.html


MHD
Mobile Health Documents

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mhd.html

● No more grouping with XDS on FHIR, but 
requires comprehensive metadata

● National Extension: Update Document Metadata 

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mhd.html


RESTFul ATNA
Query and Feed supplement

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-restful-atna.html

Allows posting FHIR AuditEvents via https instead of 
using TLS Syslog connection 

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-restful-atna.html


mCSD
Mobile Care Services Discovery

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mcsd.html

● FHIR API for HPD
● National Extension to feed the HPD 

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mcsd.html


CH:PPQm
Privacy Policy Query for Mobile

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mcsd.html

PPQm integrated into CH EPR FHIR

https://build.fhir.org/ig/ehealthsuisse/ch-epr-fhir/iti-mcsd.html


• IUA and MHD: Image Sources as 
technical user #177

CH EPR FHIR
Out of scope

https://fhir.ch/ig/ch-epr-fhir/index.html

https://github.com/ehealthsuisse/ch-epr-fhir/issues/177
https://fhir.ch/ig/ch-epr-fhir/index.html


CH EPR FHIR
Open issues

https://fhir.ch/ig/ch-epr-fhir/index.html

https://fhir.ch/ig/ch-epr-fhir/index.html
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• Federating over communities



Federation

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html

• FHIR core framework does not explicitly 

address the challenge of cross community 

communication

• Thus there are several possible solutions how 

to manage access to documents in a cross 

community environment like the EPR 

https://fhir.ch/ig/ch-epr-fhir/iti-iua.html


Federation

http://fhir.ch/ig/ch-epr-fhir/iti-67.html

• In a cross community scenario the challenge is to 

make the documents available for requesting 

clients connected to a single community only!

• Since remote Document Responder actors 

respond the remote URL of the document, which 

is typically not accessible by the clients Document 

Consumer actor, since this would require the client 

to be registered in all remote communities. 

http://fhir.ch/ig/ch-epr-fhir/iti-67.html


A) Every community offers a FHIR API and a client queries all 
communities

… too complicated, EPR App or primary system should not need to 
handle multiple communities

B) Community aggregates query using IHE XC (Cross Community) 
Profiles as of today

… first attempt in earlier CH EPR mHealth version, challenge IUA 
(OAuth) / XUA (SAML2) and limited to documents

C) Community aggregates, needs FHIR API endpoints from other 
communities

FHIR API for Client the same for all FHIR Resources
=> FHIR Multidomain 

Cross Community 
Access with FHIR API



Federation



HL7 FHIR 
Multi-domain HIE 
Architecture

• Gemini-Project (Joint IHE und HL7 International 
lnitiative)

• Project Kickoff: Monday May 8, 2023 at WGM+

• Konsistente Usage of the FHIR-API in a 
scenario with multiple domains

• Zulip Stream:

https://chat.fhir.org/#narrow/stream/428828-Mul
ti-domain-environments

https://confluence.hl7.org/display/GP/HL7+FHIR+Multi-domain+HIE+Architecture

https://chat.fhir.org/#narrow/stream/428828-Multi-domain-environments
https://chat.fhir.org/#narrow/stream/428828-Multi-domain-environments
https://confluence.hl7.org/display/GP/HL7+FHIR+Multi-domain+HIE+Architecture


Intermediary
Pattern

• Authenticating the user

• Combining the search results 

• Managing Search Synchronisation

• Routing the follow up queries to the correct 
server

https://confluence.hl7.org/display/FHIR/Intermediaries+White+Paper

https://confluence.hl7.org/display/FHIR/Intermediaries+White+Paper


Intermediary
Pattern

• How to implement intermediary?
• FHIR Gateway 

• or
• Reverse Proxy with HTTP Forward 
Header?

(limitation for resource access, no 
aggregation support)

https://confluence.hl7.org/display/FHIR/Intermediaries+White+Paper

https://confluence.hl7.org/display/FHIR/Intermediaries+White+Paper


Workshop Open Discussion about experiences 
with FHIR API over multiple domains.



Q & A
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